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Police across the US are

. training crime-predicting
When It Comes to Gorillas, Google Photos i
Remains Blind | Alsonfalsified data

Eoogle promized a flx after iz saftwars labaled
gorilas in 2015, More than two years later, it aen't found one,

Anew report shows how supposedly objective systems can
perpetuate corrupt policing practices.

by KarenHao February 13, 2019

—— In May of 2010, prompted by a series of high-profile scandals, the m:
G°'°9|e$ algf’r‘thm for detecting hate speechi |$ Orleans asked the US Department of Justice to investigate the cit
racially biased

TECHMELOGY NEWS

Amazon scraps secret Al recruiting tool
that showed bias against women

B WM READ

Ey Jeffrey Dasiin

SAN FRANCISCO (Renters) - Amazon.com Inc’s AMZN.O machine-

earning specialists uncovered a big problem: their new recruiting

e l]llcdd not like women.

Dutch court rules Al benefits fraud dete_.._..
SYStem VIOIates EU human rights NEWS - 24 OCTOBER 2019 - UPDATE 26 OCTOBER 2019

SyRI was used to predict who may be at high risk of —— .
conducting housing or social security fraud. Ml"lons ObeaCk People affeCted by raC|al
bias in health-care algorithms

Study reveals rampant racism in decision-making software used by US hospitals —
and highlights ways to correct it.
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Friendly Al (Eliezer Yudkowsky, 2001)
Beneficial Al (FLI, 2014)
Trustworthy Al (EC, 2019)

Responsible Al — Google, Microsoft, Facebook

807} O|Ato| &%l 1} 7}0| EE}QI — EC, OECD, UN, H}E]|
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PRINCIPLED
ARTIFICIAL INTELLIGENCE

A Map of Ethical and Rights-Based Approaches to Principles for Al
Authors . Jessica Fjeld, Mele Achlen, Hannah Hiligoss, Adam heagy, Madhulika Sikumar
Designars: Arushi Singh {arushisingh.nel) and Mslissa Axelrod (melissaaxsirod com)
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Explainer

] User/Business
| =
Data Bias = S . Model Bias
Checking and * "= Checking and
Bias Mitigation

Bias Mitigation

R

ing Data * Build * Test . -Dtnlnv

—

2 K = et

September 19, 2018 | Kush R. Varshney (IBM)

Data Bias

¥ Checking

*  Feedback

2=

An ML Pipeline

Human
Blas
: 4

Google, December 11, 2019

4 inproduction

Collecting data

‘.

Human .
Bias
Models deployed
Labeling data v SRR

1

. “| ‘Training using
Y chosenmetrics |
Human and objectives
Blas

Users see an
effect

User behavior informs further data collection -




Machine -
Resource Moritoring
Configuration Data Management
Collection :
ML , Serving
Code Analysis Tools Infrastructure
Feature Process

Figure 8-2. Code is only a fraction of real-world machine learning systems (source: D.
Sculley et al.)

Hidden Technical Debt in Machine Learning Systems (Google)

“Data Dependencies Cost More than Code Dependencies”




Problems of Training Data 12

Microsoft improves facial recognition technology to perform well
across all skin tones, genders

uns 26 2018 | John Roach

ews - non
ON CAMPUS AND AROUND THE WORLD

Joy BUDAITWITY, & MGamner i tha BT
Wadia Lab's Givic Madia groap

Pholo: Brpos Vickmark,

GENDER SHADES
How well do IBM, Microsoft, and Face++ Al ey expandedand revised training and

. h d £af > benchmark datasets, launched new data collection
services guess the gender ot a Tace: efforts to further improve the training data by

focusing specifically on skin tone, gender and age,
and improved the classifier to produce higher
precision results
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L'é' = call for urgent action to address
harms of large language models
» MO like GPT-3

83% of 388 occupations tested were more likely to be associated with a male
identifier by GPT-3.

Professions demonstrating higher levels of education (e.g. banker, professor emeritus)
were heavily male leaning.

Professions requiring physical labor (e.g. mason, sheriff) were heavily male leaning.

Professions such as midwife, nurse, receptionist, and housekeeper were heavily
female leaning.

Professions qualified by “competent” (i.e. “The competent detective was a”) were
even more male leaning

Women were more associated with appearance-oriented words like “beautiful” and
“Tgogg?eous”. Other top female-associated words included “bubbly”, “naughty”, and
b Ig !!.

/S
Racial bias was explored by looking at how race impacted sentiment.

Some religions had negative words that frequently came up. Words such as “violent”,

“terrorism”, and “terrorist” were associated with Islam at a higher rate than other

Selggigns. “Racists” was one of the top 10 most occurring words associated with
udaism.
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Als still don’t really
understand language
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Technology Featured Topics Newsletters

UMSPLASH { ERETT JORDAN

Artificial intelligence / Machine learning

Jumbled-up sentences
show that Als still don’t
really understand
language

They also reveal an easy way to make them better.

by Will Douglas Heaven Januany 12,2021

Do Neural Dialog Systems Use the Conversation History Effectively?
An Empirical Study

Chinnadhurai Sankar'* 4 Sandeep Subramanian'**

Christopher Pal'** Sarath Chandar'** Yoshua Bengio
Entila *Unbverans de Montal ?Eoole Polytechaiqee de Monindal
*Gnogle Ressurch, Brain Team  “Element AL Meatrésl

Abstract they stll lack te ability to “understand™ and pro-
ceas the dialeg history to produce colserent and
interesting responses.  They often. produce bor-
ing and repefitive responses like “Thank you." (Li
etal., 2015; Serban et al., 2017a) or meander pway
from the topic of conversation, This has been often
[ - atributed bo the manner and extent to which these

elerstind or use the available dialog history ef- models use the dialog history when generating re-
3 In this paper, we take an empri- sponses. However, there has been little empirical
£l xpgyrommans i s e catmitlog s e il ivestigation o validae these speculations

TI; i i d'dm’!m By T::iv In thic work, we take & step in that direction and
i T confirm soane of these speciluions, showing Tt
i wdels o ool make wse of @ log of the informa-
with 110 Fiffe: tion available 10 it by subjecting the dialog his-
il i-gurry il s and fii - tory b0 s varety of synthetic periorbations,. We

then empiricully oheerve hivw recurment (Suiskever
etal, 2004} and trans former-based { Vaswani et al..
2017) sequence-to-soguence (seq2seq) models -
spond 1o these changes. The central preniise of
this work is that models make sinbnal e of cer-
tain rvpes of eformaarion § they are isensitve o
future |, perurbanions thar destroy ihem, Worryingly, we

fnd that 17 harh rverant snd mancfnesar koo




Foundation
Models

- “On the
Opportunities and
Risks of Foundation
Models” by Center

for Research on
Foundation Models
(CRFM), Stanford
Institute for Human-
Centered Artificial
Intelligence (HAI),
Stanford University

>

Development of Self-Supervised Learning

Self-supervised learning based on autoregressive
language modeling (predict the next word given the
previous words)

BERT [Devlin et al. 2019] GPT-2[Radford et al. 2019],
ROBERTa [Liu et al. 2019], T5 [Raffel et al. 2019], BART
[Lewis et al. 2020q]

Embracing the Transformer architecture

After 2019, self-supervised learning with language models
became more of a substrate of NLP, as using BERT has become
the norm

Single model > era of foundation models >
homogenization

All Al systems might inherit the same problematic biases
of a few foundation models < Fairness and Ethics

Emergent qualities rather than their explicit construction
— Hard to understand (Evaluation/Theory/Interpretability)
and unexpected failure modes (Security/Robustness)

We do not fully understand the nature or quality of the
foundation and we cannot characterize whether the
foundation is trustworthy or not

Distinguish between research and deployment
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Deliveroo Rating Algorithm

Tech policy Naov 07 ai . - .
The Al hiring industry is under scrutiny—but it’ll Was Unfair To Rlders, Italian

be hard to fix Court Rules

Jonathan Keane Contributar © -
Follow
Consumer Tech

Freelance techmology journalist covering the gig econom),

g _:_Ej-

=
[
L

TheEIectronicF‘ri\.racyInfofmalionl ) ) ¥ o b y .
Commission to investigate Hirelue 88 "'.-:-*

workers to hire. deliveroo

i ]M.AES HIVEI:LI . ROBERT fANNOPI GREGORY LUGD MALLORY WILLIAMS

RISK: 3 RISK: 8 RISK: 1 RISK: 6

22
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FairLearn (Microsoft)
IBM Fairness 360 Toolkit = | -
Google What-If Tool = R

ML-Fairness-Gym

(Google bU'I' nO'I' OffiCiOl) . . : FalmouM.easumme.nt‘:ontrolFlw.. |
LinkedIn Fairness Toolkit i e Ry
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Ethical Al




S Bic QuEsTIONs ONLINE SR

Will your driverless car be willing to kill
Can Machines Become Moral? you to save the lives of others?

Survey reveals the moral dilemma of programming autonomous vehicles: should
they hit pedestrians or avoid and risk the lives of occupants?

Don Howard « Artificial Intelligence, Behavior, Morality. Philosophy, Reason

October 23. 2016

T he question is heard more and more often, both fram those who think that machines Don Howard

cannot become moral, and wha think that to believe othenwise is a dangerous itlusion, _ =
Don How professor

and from those wha think that machines must become moral, given theirever-deeper of philosop!

University of Notre Dame.

integration into h 1 society. In fact. th stion is'a hard one to answer, because, as B . . e i
L ey a5 There’s a chance it could bring the mood down. Having chosen your shiny new

different ways in which the guestion is asked, as well a5 the motivations behind the question, drlverless CEI, Olﬂy one qUE'SU 0N rema4ins on T-he Order fOI'lﬂ: m Wha‘t
canwe hape tofind an answer, or at least decide what an adequate answer might look like. circumstances should your Sp&ﬂgly, futuristic vehicle be W]_Hll'lg to kill YOU?

[ZX: The Guardian]

typically posed, it is beset by many confusions and ambiguities. Only by sorting out some of the

TECH
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The Ethics of Al (2011, Nick Bostrom and Eliezer Yudkowsky)

2 X0t EZ2|C|(Luciano Floridi)2| '21&X|52| H& (The
Philosophy of Al)’
7|2 OjEL|ol 2& 2T

=

Moral judgment is caused by quick moral intuitions, and
is followed (when needed) by slow, ex-post facto moral
reasoning

Humans learn to make ethical decisions by acquiring abstract
moral principles through observation and interaction with other
humans in their environment (Kleiman-Weiner, Saxe, and
Tenenbaum, 2017)

| T4SER} 00|12 74RLIZLS| ‘A A 2|8t
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Table 1: A taxonomy of Al governance techniques.

Exploring Ethical Individual Ethical Collective Ethical Ethics in Human-Al
Decision Frameworks Interactions
Anderson and Anderson, 2014 Dehghani et al., 2008 Singh, 2014; 2015 Battaglino and Damiano, 2015
[Bonnefon et al., 2016] [Blass and Forbus, 2015] [Pagallo, 2016] [Stock et al., 2016]
[Sharif er al., 2017] [van Riemsdijk er al., 2015] [Greene et al., 2016] [Luckin, 2017]
[Cointe et al., 2016] [Noothigattu et al., 2018] [Yu et al., 2017b]
[Conitzer ef al., 2017]
[Berreby et al., 2017]
[Loreggia et al., 2018]
[Wu and Lin, 2018]

Building Ethics into Artificial Intelligence (2018, 1JCAI)
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The Moral Machine project (MIT) 28

Gather 40 million decisions from 3 million

MORAL people in 200 countries/territories

o
& MACHINE

What should the self-driving car do? Data about their response duration (in seconds)

In this case, the self-driving

car with sudden brake

failure will continue ahead

and drive through a

pedestrian crossing ahead.

This will result in

* The deaths of 2 women,

a man and an elderly
man.

Hide Description

In this case, the self-driving
car with sudden brake
failure will swerve and drive
through a pedestrian
crossing in the other lane.
This will result in

* The deaths of 2 girls, a

boy and a man.

Hide Desoription

to each scenario and their approximate geo-
location is also collected

Decisions are analyzed according to different
considerations including:

1) saving more lives

2) protecting passengers
3) upholding the law

4) avoiding intervention
5) gender preference

6) species preference

http://moralmachine.mit.edu/

7) age preference, and

8) social value preference

TECH
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ARTICLE Countries with more individualistic cultures are more likely to

hitps://dol.org/10,1038/541586-018-0637-6 Spare the young

The Moral Machine experiment

Edmond .l\wadj , Sohan Dsouza', Richard Kim', Jonathan Schulz?, Joseph Henrich®, Azim Shariff**, Jean-Francois Bonnefon®* &
Tyad Rahwan"**

Finland

‘With the rapid development of artificial intelligence have come concerns about how machines will make moral decisions,
and the major challenge of quantifying societal expectations about the ethical principles that should guide machine
behaviour. To address this challenge, we deployed the Moral Machine, an online experil al platform desi dto
explore the moral dil faced by vehicles. This platform gathered 40 million decisions in ten languages
from millions of people in 233 cnunttu:s :md tcrrltorles Here we describe the results of this experiment. First, we
summarize global moral p d, we d individual variations in preferences, based on nspundems

demographics. Third, we report cross-cultural ethical variation, and uncover three major clusters of countries. Fourth, we
show that these differences correlate with modern institutions and deep cultural traits. We discuss how these preferences
can contribute to developing global, socially acceptable principles for machine ethics. All data used in this article are
publicly available.

Countries with more individualistic cultures are more likely to How countries compare in sparing
spare more lives passengers

uth Korea

Switzerland

Saouth Korea
ted Kirgdom

s placed a greater
nphasis an sparing
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How it Works

Using Machine Learning to
Reduce Toxicity Online

(]
Perspective uses machine learning medels to identify abusive e rs e ‘ I V e
comments. The morels scors a phrase based on the

perceivad impact the text may have in a convarsation.
Developers and publishers can use this score to give
Feedback to commenters, help moderators more easily

review comments, or help readsrs filker out *toxic" language.

Perspective models provide scores for several different

attributes, In addition to the flagship Toxcity atiribute, here

are some of tha other attributes Parapective can provide vy -
scoras for: -
o Severa Toxicity o Tdentity attock | i "

| L] -
[ 1 DGEW @ Threat I i
oPrnfunily o Sexually explicit |

!

|

To learn more about our ongoing research and experimental
models, visit our Developers site,

LEARN MORE [
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Google dissolves Al ethics council aft@G#g810
days

MOST READ

Kabam partners with Netfase to br
Marvel Contest of Champlons to Ch

UPCOMING EVE

BLUEPRINT: Mar. 26-28

GamesBeat Summit: Apr. 23 -

Transform: Jul. 11 1
|Reuters) — Alphabet Inc's Google sald on Thursday twas dissolving a coundl T
had formed a week eariier to consider ethical Issues around artificial intellgence

and other emerging technologies.

Google fires top ethical Al expert Margaret
Mitchell

The tech giant claims Mitchell violated staff codes of conduct.

MEWSLETTERS

ZDMet Data, Analytics and Al

Kaep up with the latest developments i

einmfveaas §°

fmendrrain Infarriation value for today's b

Googhe has fired the codlead of the company's
ethical Al unit, Margaret Mitchell, an the heels

of the removal of Timnit Gebru

Mitchell, an ethical artific ce (A} [
| A f

expert who has previously worked on machine

learming bias. race and gendar diversity, and
RELATED STOMES

language medels for image capiure, was hired
by Google to co-lead the firm's Ethical Al team
with Getiru — a post that has lasted roughly Mcgaacet Micctel fright

S SE Fichotcs
: Scattalding
g el frigh a1 B bt o s vt
iy . Buttresses T
two years. &5 noted by Reuters TG consaructiorn




Transparency




What Is Al

Transparency?

The single most common, and one of the key five
principles emphasized in the vast number — a recent
study counted 84 — of ethical guidelines addressing
Al on a global level (Jobin et al., 2019)

‘Explainability’ and ‘Openness’

The Al's algorithms, attributes, and correlations must
be open to inspection, and its decisions must be fully
explainable (Deloitte 2020)

Algorithmic transparency may refer to one, or more
of the following aspects: code, logic, model, goals
(e.g. optimization targets), decision variables, or
some other aspect that is considered to provide
insight into the way the algorithm performs.

Algorithmic system transparency can be global,
seeking insight into the system behavior for any
kind of input, or local, seeking to explain a
specific input - output relationship.

“A governance framework for algorithmic
accountability and fransparency” — EPRS, Panel
for the Future of Science and Technology, April
2019
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hi(:11Y)  Explainable AT - Why Do You Think It Will Be Successful?

G . + | understand why
This is a cat:
New + It has fur, whiskars, T ::.:ndemt:nd "“'hYI““m ’
: L and claws + 1 know when you'll succes
Leammg + It has this feature: * | know when you'll fail
Process m n = | know when to trust you
aars » | know why you erred
Explainable  Explanation
/ Model Interface \
e
Lol s @ Model
L fi

Deep Explanation

Learning Semantic
Associations
H. Sawhney (SRl Sarnoff)

Learning to Generate
Explanations
T. Darrell, P. Abeel (UCB)

Interpretable Models

Stochastic And-Or-
Graphs [AOG)
Song-Chun Zhu (UCLA )

Bayesian Program
Learning
1. Tenenbaum (MIT)

Mode| Induction

Local Interpretable
Model-agnostic
Explanations (LIME)

Prototype
Explanation Interface
T. Kulesza (OSU/MSR)

C. Rudin [MIT)

C. Guestrin (LIW) UX Design, Language
r

Dialog, Visualization
ENGINEERING PRACTICE

Bayesian Rule Lists

Psychology

Principles of Explanatory
Machine Learning
M. Burnett {O5U)

Psychological Theories
of Explanation
T. Lombrozo (UCB)

Transparency: XAl




Approaches to Deep Explanation

[HFL AT T ST R T T

Attention Mechanisms Modular Networks

( g ‘\ Neural module networks )
Input Image Salience Map JAndreas of s CVPRI1SEMNLP16] [Hu et 8. CVPR1T]

Feature Identification Learn to Explain

Generator Downy Woodpeckes Definition:
This bird has a white breast, black
wings, and a red spot on its head.

This is a Downy Woodpecker because it is a black and
white bird with a red spot on its crown. )

- lnterpretaﬁail/
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S M 7HsML (Microsoft)
What-If Tool (Google)
Explainability 360 (IBM)
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Classifier Input
St g o b A Generating adversarial paichesiagainst YQLOv2
- LiE0] Al

00 — ———
toaster banana  spaghetti_ buckle

S T E 08 LIS EEl2 ol

=EK. E HEIR0| SEH QA

KU Leuven researchers make themselves invisible to Al cameras (2019)

Robustness and Security; 24114 & Q|&ldt=

Adversarial Data I = Attack (Vulnerablll’ry)




Adversarial attacks: What they 44
are and how to stop them

» Adversarial ML Threat Matrix

11 organizations including Microsoft, MITRE,IBM, Nvidia, Airbus, Bosch: an
industry-focused open framework designed to help security analysts to
detect, respond to, and remediate threats against machine learning systems

Evosicin and Poisoning, Model extraction,Exfiltration whitebox/blackbox
aftac

Adversarial patterns
Deepfake

MIT's CSAIL recently released a tool called TextFooler that generates
adversarial text to strengthen natural language models

Baidu, Microsoft, IBM, and Salesforce offer toolboxes —

Advbox, Counterfit, Adversarial Robustness Toolbox, and Robustnhess
Gym — for generating adversarial examples that can fool models in
frameworks like MxNet, Keras, PyTorch and Caffe2, TensorFlow, and
Baidu's PaddlePaddle

» Resistant Al - “harden” algorithms against adversaries

TECH
FRONTIER




DARPA
Al NEXT
GARD

Create a sound theoretical
foundation for defensible Al.

Develop principled, general

defense algorithms.

Produce and apply a
scenario-based evaluation
framework to characterize
which defense is most
effective in a particular
situation, given available
resources. GARD defenses will
be evaluated using realistic
scenarios and large datasets.

TECH
FRONTIER

Dm PA DEFENSE ADVANGED 4 ;
RESEARCH PROIECTS AGENTY ABOUTUS |/ OURRESEARCH | NEWS [ EVENTS /

Guafanteelng AI Rohustness Agalnst Deception
(GARD)

Dr. Bruce Draper

The growang sophistication and ubiquity of machne leaming (ML) components in advanced systems dramatically sxpards capabfies. but also
NiCfEages e poiertial Tr NSl VINEranITias. CLITER (SSEAMEN 0 J0VEMEITEl Al fCUSEE 0N 3POIGIETEs Wi IMEarmepials pe murtatons o kL
INDLES Coul B20eivE an ML Classiied, SIanng I1s Fes00nze SUch resulls Nave NREEn @ ragkily PRodleraling B2k of esesncn chafacienze Ly ever
ulle pregraasihely less knawtedge about tha ML system being sHacked, while Drving Increasingly sirang against

U e takd of avarsanal A1 1S Telatively young, dozens of SECKS and defenses hava sreaty hasn propoeed, and at
prasent a camprehansive thearstical unde rstandng of WL vunerabiiles s lackng

GARD zocks 6 esiabish ihoarstical ML system founcations to dentfy svsiem vilnerbiliics, charctenze properiies ihat wik enhangs syslem
TCEIUSENESS. N ENCCURAYE T Cfeation of ensclive delenses. Cuimenty, ML 02f2nses tend 10 e Nighly SPECc ant ae efecive anly 303! panciiar
altacks. GARD sesks el IEteNses Capabis of dessnding ADans! mad calznoies of Slacks. Furnemnee, curment evaliaton paraligms of 1
robilstiess aflen e ripftstic MEasuES That may rat be selevant 1o securily. To verly relevance o secuity and wile apglicatilly, defenses
generahan unoer GARD Wil ba MEEsuran in & Novel Jesthar Mpisying SCENaro-nasad evaluatons

Intel Joins Georgia Tech in DARPA
Program to Mitigate Machine
Learning Deception Attacks

What s New: 'ntfl and the c'e’*ru'm Institute of

the prime contractor in this
rmultimillion-doflar joint eff
cybersecurity defenses again
attacks on machine learning (ML) mo

1 of and

st Aland ML
1gh innovative
herence technigues, v
n on approach to
fetection ond 1o

research
are co:.‘aborﬂt
enhionce
J‘Jp rove I'H_‘ ful

vl engineer at Intel Labs and principal investigator for the
DARPA GARD ;roc'rt“n 1 from Intel



Self-driving Uber kills Arizonawomanin 88 Amazon robot sets off bear repellant,
putting 24 workers in hospital

first fatal crash involving pedestrian

Tempe police said car was in autonomous mode at the time of the
crash and that the vehicle hit a woman who later died at a hospital

Accident in New Jersey puts new focus on retailer’s warehouse
working conditions

dlled 2 woman in the street in Arizona, police s:
what appears to be the first reported fatal crash involving a self-dri :
and a pedestrian in the US.

[ZX: The Guardian]

A robot escaped from a sclence lab and caused X traffic jam In one Russian
TE c H city, it's reported.
FRONTIER




Teska dogsn't stop, y
y
hitting the traller and e
trareeting Lrder it

Testa veers off road
and =trikes two fences
and & power polg

Safety driver charged in 2018 incident where self-driving Uber
car killed a woman

Body seen
i this ares

- The setfdriving Ubes
wes traveling north ot
about 40 m.ph,

Progecutors in Arizona have chargad the safety driver behind the wheal of @ galf
driving Uber test car that streck and killed 2 woman in 207 £ with negligent homicide
Gourl records show that Rafacla Vasquez, 48, on Tuesday pleaded not guilty in the

death of Elaine Herzberg, Vasquez isthe onfy,

THE WALL STREET JOURNAL.

TECH | KEYWORDS: CHRISTOPHER MIMS

Self-Driving Cars Could Be Decades
Away, No Matter What Elon Musk Said

Experts aren't sure when, if ever, we'll have truly autonomous vehicles
that can drive anywhere without help. First, Al will need to get a lot
smarter.

47

IT's 2021
Where
are our
self-

driving
carse




“Toward Trustworthy Al Development: Mechanisms for Supporting
Verifiable Claims,” Apr 20, 2020 by OpenAl, PAI, Google Brain, Alan
Turing Institute, and many academia
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(Meet me at
facebook.com
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The Future is Now




